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Information technology is considered a transformative 

element in health care because it facilitates the trans-

parency and sharing of health information, which have 

always been central to the practice of medicine and the 

delivery of high quality care.1 The widespread use of 

electronic health records (EHRs) and electronic health 

information exchange, among other technologies, is 

considered essential to improving the quality of care, 

reducing medical errors, reducing health disparities, and 

advancing the delivery of patient-centered medical care. 

While it is widely acknowledged that information about 

patients and their health needs to go where it is needed, 

when it is needed, and be accessible to those who can 

use it to make important treatment and other patient 

care decisions, it is also recognized that appropriate 

privacy and security policies must be established and 

enforced if we truly are to achieve the benefits of elec-

tronic exchange.2 Nationwide polls show that Americans 

continue to be deeply concerned about the privacy and 

security of their health information, particularly when 

it is in electronic form,3 illustrating our ongoing chal-

lenge of balancing society’s need to improve the quality, 

safety, and efficiency of health care with the protection 

of personal health information. 

This balance becomes relevant in the U.S. correctional 

setting because of the high numbers of Americans 

affected: the Pew Center of the States reported in 2008 

that more than 2.3 million people are behind bars on any 

given day—more than 1 in 99 Americans.4 With regard 

to the jail population in particular, local jails admitted 

an estimated 12.9 million people during the 12 months 

ending June 30, 2010, with a midyear inmate population 

of 748,728.5 
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This population is also disproportionately ill, with high 

rates of health problems (e.g., chronic and infectious 

disease, injuries), psychiatric disorders, and substance 

use disorders.6 For example, jail inmates have been 

found to have a higher prevalence of hypertension, 

diabetes, myocardial infarction, asthma, arthritis, cervical 

cancer, and hepatitis than non-institutionalized adults.7 

In addition, prevalence rates of serious mental illness 

for recently booked jail inmates have been estimated 

at 14.5% for males and 31% for females (16.6% overall),8 

while over two-thirds (68%) of jail inmates meet DSM-IV 

criteria for substance abuse or dependence.9 

This population is often at its sickest when detained, 

frequently experiencing a psychiatric crisis and/or active 

addiction. In fact, 80% of detained individuals with a 

chronic medical condition have not received treatment 

in the community prior to arrest.10 Jail inmates’ health 

information may originate from and/or reside in multiple 

and varied locations within a jail system, including 

booking notes (e.g., infectious/chronic disease status), 

a sick-call triage system, physician notes, as well other 

departments, such as housing and work details.

The use of health information technology (IT) in correc-

tional systems appears to be quite limited at the present 

time, however. While research on the issue is scarce, 

one recent study found a wide range of technological 

sophistication among prison facilities with rare use of 

EHRs, for example, which affected the institutions’ ability 

to collect performance measurement data.11 In addition, 

there appears to be very little to no electronic exchange 

of health information within systems or between correc-

tional systems and providers in the community. There are 

signs, though, that EHR use is increasing in these systems. 

For example, the Texas Department of Criminal Justice’s 

adoption of an EHR system that tracks medical, dental, 

mental health, and pharmacy services at 120 state prisons, 

three federal prisons, 15 youth prisons, and county jails 

reportedly reduced state spending by about $1 billion 

over the past decade in combination with increased use 

of telemedicine.12 Other systems apparently have begun 
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using EHRs as well, including the Georgia Department of 

Corrections,13 the Philadelphia Prison System,14 the Mari-

copa County, Arizona jails,15 and the Los Angeles County 

juvenile detention facilities.16

This article describes the legal environment in which 

health information-sharing occurs in correctional settings 

during this era of scant but increasing use of health IT, 

but is not intended to be a comprehensive legal review. 

Numerous and varied state and federal laws form the 

structure of this environment, but it is beyond the scope 

of this paper to review all of those laws. Instead, select 

individual statutes and regulations will be examined that 

apply to health information generally and/or to specific 

health conditions or types of information that are consid-

ered sensitive and therefore protected by legislation. 

As discussed below, the overarching purpose of these 

state and federal laws—encouraging and enhancing 

patient participation in the health care system—is 

sometimes modified in practice in the correctional envi-

ronment. It should be noted as well that their application 

will vary depending on the particular correctional institu-

tion and location involved—that is, whether an institution 

is a county jail or a federal prison, the ways in which it 

delivers health care to its inmates, and/or what state 

it is located in might affect the determination of any 

particular legal question. Local institutional policies and 

practices as well as local, county, or state counsel should 

always be consulted in making such determinations.

Health information privacy law

Privacy laws have been described as supporting the 

expression of patient preferences regarding the sharing 

of personal health information, thereby supporting 

underlying principles of personal autonomy and encour-

aging patient engagement. In the context of bioethics, 

personal autonomy is the principle on which an indi-

vidual patient’s right to make and carry out informed 

decisions regarding his or her health is based, including 

decisions regarding access to personal health informa-

tion.17 Autonomy has been described as “the accepted 

rationale” for ensuring the confidentiality and privacy of 

health information,18 and there is considerable justifica-

tion for basing policies regarding consent to the sharing 

of one’s health information on the principle of autono-

mous decision-making.19 

Professional standards in the correctional context rein-

force these principles. The National Commission on 

Correctional Health Care’s Standards for Health Services 

in Jails, for example, states that discussion of patient 

information and clinical encounters should be conducted 

in private and “carried out in a manner designed to 

encourage the patient’s subsequent use of health 

services,” which is intended to protect patients’ dignity 

and “foster necessary and candid conversation between 

patient and health care professional.”20 The Commission 

further recommends that: “Local, state, or federal laws 

may allow certain exceptions to the obligations of health 

care professionals to maintain confidentiality; health 

services staff should inform inmates at the beginning 

of the health care encounter when these circumstances 

apply.”21 The American Public Health Association (APHA) 

has also addressed the confidentiality of prisoners’ health 

information, stating that “[p]risoner-patients should be 

provided the same privacy of health care information 

as patients in the community.”22 These principles hold 

especially true in the psychiatric context, where inmates’ 

concern about confidentiality and lack of trust in staff 

have been identified as factors that prevent them from 

seeking mental health care.23

The ability to achieve true autonomous decision-making 

in the correctional context has been questioned, however, 

due to the potential for coercion in such settings, which by 

nature constrain the freedom of the incarcerated. More-

over, the comprehension capacity among the population 

involved is often diminished due to low literacy, mental 

illness, and substance abuse, among other factors.24 For 

example, the District of Columbia Department of Correc-

tions (DOC) reports the self-declared education levels 

of male inmates as 38.9% with no education; 26.6% who 

have attended and/or completed high school; and 25.5% 

who began and/or completed their G.E.D. For females, 

14.2% have no education; 16.2% have attended and/or 

completed high school; and 3.8% have begun and/or 

completed their G.E.D. (64.2% of female inmates did not 

specify their education level).25 
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Patient decisions to share personal health informa-

tion, inmate or otherwise, must always be informed, 

knowing, and voluntary in order to be valid; this does 

not mean, however, that waivers of confidentiality are 

invalid simply because they are made in a potentially 

coercive environment or the individual’s other options 

are unappealing. For example, a participant’s consent to 

disclosure of personal health information is not inher-

ently invalid simply because the consent is a condition 

of drug court participation and the participant faces a 

substantial prison sentence if he/ she does not enroll in 

the program.26

Health information privacy law, like all law, continues to 

evolve. Although the U.S. Constitution does not expressly 

provide a right to information privacy, the U.S. Supreme 

Court has recognized a limited Constitutional right to 

privacy with respect to information held in government 

databases. Attempts to assert that right more broadly 

have met with inconsistent results, however, leaving the 

question of Constitutional protection of health informa-

tion privacy unresolved.27 In the correctional context, a 

number of federal courts have explored the issue of 

whether the Constitution protects the privacy of inmate 

medical records, also with inconsistent results. The few 

that have found a right to privacy in medical records have 

held that the right must give way when the state has a 

legitimate penological interest in accessing those records, 

such as the reporting of medical findings in the ordinary 

course of prison medical care operations or to prison 

and jail executives with a reason to know.28 The “[c]asual, 

unjustified dissemination of confidential medical infor-

mation to non-medical staff and other prisoners” and 

“gratuitous disclosure of an inmate’s confidential medical 

information as humor or gossip,” however, are not reason-

ably related to a legitimate penological interest and have 

therefore been held unconstitutional.29

With respect to protecting the confidentiality of sensitive 

health information, federal and state privacy laws have 

long been used to address the stigma and social hostility 

associated with particular health issues.30 While there is 

variation in the requirements and application of these 

laws, they generally limit the exchange of certain health 

information without patient consent, at times quite 

stringently and explicitly. For example, the federal Confi-

dentiality of Alcohol and Drug Abuse Patient Records 

laws (known as “Part 2”), discussed below, strictly limit 

the disclosure and use of information regarding individ-

uals in federally assisted alcohol or drug abuse treatment 

programs, protecting any information that could reason-

ably be used to identify an individual seeking or obtaining 

education or treatment.31 The underlying purpose of such 

laws and regulations is generally to encourage greater 

participation and trust in the health care system through 

protection of a patient’s most personal and private 

health information, thus addressing a possible disin-

centive for seeking services.32 However, the patchwork 

of laws regarding sensitive health information in health 

records has also been criticized as both inconsistent and 

incomplete, making interpretation challenging, particu-

larly for those initiating electronic exchange.

The Health Insurance Portability and Accountability 
Act of 1996 

A. Elements of the Privacy Rule

The Health Insurance Portability and Accountability 

Act of 1996 (HIPAA), which provides for the promulga-

tion of privacy regulations (the HIPAA Privacy Rule)33 is 

the key federal law that shapes the legal environment 

underlying health information-sharing in correctional 

contexts. HIPAA provides a baseline standard of privacy 

protection for health information—federal and state laws 

that offer more stringent privacy protections are not 

superseded by the Privacy Rule.34 As described above, 

there is a considerable body of privacy law at the state 

level,35 particularly laws that define and protect certain 

types of sensitive health information. Most states, for 

example, have laws addressing information in health 

records related to HIV status, mental health conditions 

and substance abuse.36 As a result, a correctional insti-

tution’s decisions regarding health information-sharing 

will likely be affected by state privacy laws and should 

involve consultation with local, county, or state counsel. 

For example, HIPAA permits disclosure of information in 

response to judicial and administrative subpoenas that 
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state law may limit. If state law has more procedural 

protection for an individual in that circumstance, then 

state law might apply.37

The HIPAA Privacy Rule governs the use and disclosure of 

protected health information (PHI) by “covered entities,” 

defined as health plans, health care clearinghouses, and 

health care providers who transmit health information in 

electronic form in connection with a covered transaction, 

such as submitting a health care claim to a health plan.38 

PHI is defined as “individually identifiable health infor-

mation” that is held or transmitted by a covered entity 

in any form, including electronic, paper, and oral media, 

subject to certain limited exceptions (such as the exclu-

sion of employment records).39

Pursuant to the Privacy Rule, covered entities may not 

use or disclose PHI except as permitted or required.40 

Covered entities are generally required to provide a 

patient’s own PHI to the patient or to the patient’s repre-

sentative (see below for exception applied to inmates), 

and must disclose PHI as requested by the Secretary 

of the U.S. Department of Health and Human Services 

(DHHS) for audit or other enforcement purposes.41 All 

other potential disclosures, including those that may be 

required by other federal or state laws, are considered 

“permitted,” that is, allowed under the Privacy Rule.42 

In addition, covered entities are generally required by 

HIPAA to develop public privacy policies stating when 

and under what circumstances they disclose PHI,43 and 

to take reasonable steps to limit the use or disclosure 

of and requests for PHI to the minimum necessary to 

accomplish the intended purpose.44 This “minimum 

necessary” requirement does not apply to disclosures 

to or requests by a health care provider for treatment 

purposes, or to disclosures to the individual who is the 

subject of the information.45

The Privacy Rule requires an “authorization” for uses and 

disclosures of PHI not otherwise permitted or required,46 

which is a detailed document that gives covered enti-

ties permission to use PHI for specified purposes. The 

elements of a valid authorization are stringent, requiring, 

for example, a description of the PHI to be used and 

disclosed, the person authorized to make the use or 

disclosure, the person to whom the covered entity may 

make the disclosure, an expiration date, and, in some 

cases, the purpose for which the information may be 

used or disclosed.47

The Privacy Rule permits covered entities to use and 

disclose PHI without written patient authorization for 

purposes related to treatment, payment, and health 

care operations.48 HIPAA also permits, but does not 

require, a covered entity to seek patient consent for 

uses and disclosures of PHI for those purposes, but does 

not explicitly define consent or specify the necessary 

content of a consent form or the process by which an 

entity should obtain consent. DHHS guidance, however, 

defines the term as written permission from individuals 

to use and disclose their PHI for treatment, payment, 

and health care operations.49 Other uses and disclo-

sures permitted without patient authorization include, 

for example, disclosures for judicial and administrative 

proceedings,50 for law enforcement purposes,51 to avert 

a serious threat to health or safety,52 and for correctional 

institutions and other law enforcement custodial situa-

tions, discussed in more detail below.53 When the Privacy 

Rule requires an authorization, voluntary consent is not 

sufficient to permit a use or disclosure of PHI.54 In most 

cases, a covered entity may not withhold treatment or 

payment if a patient declines to authorize the particular 

use or disclosure.55

The Health Information Technology for Economic and 

Clinical Health (HITECH) Act recently amended HIPAA 

by expanding its reach, strengthening certain aspects 

of the regulations, and increasing federal enforcement 

tools.56 For example, because HIPAA has applied only to 

covered entities, some of the new entities being created 

to store, handle, or manage electronic personal health 

information, such as health record banks, have not been 

directly covered by the Privacy Rule.57 HITECH has clari-

fied that organizations that provide data transmission of 

PHI to a covered entity (or its business associate) and 

require routine access to PHI are business associates as 

contemplated by HIPAA and must enter into business 

associate contracts with the covered entity.58 In addition, 

HITECH provides that certain provisions of the HIPAA 

Privacy and Security Rules will be directly applicable 
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to business associates (in contrast to previous HIPAA 

requirements, in which business associates were only 

governed by business associates agreements).59 The 

privacy and security requirements created by HITECH 

itself will apply directly to business associates, and busi-

ness associates will now be subject to the same civil and 

criminal penalties applicable to covered entities under 

HIPAA.60 Finally, HITECH strengthens HIPAA privacy 

enforcement by including new enforcement approaches, 

applying tiered penalties based upon the nature and 

extent of a violation and the harm caused, and empow-

ering state attorneys general to bring civil suits in federal 

court to recover damages on behalf of their states’ citi-

zens.61 Regulations implementing the law’s provisions are 

currently being promulgated. 

B. HIPAA in the correctional context

In response to the initial version of the Privacy Rule, 

which would have excluded the individually identifi-

able health information of correctional facility inmates 

from the definition of PHI because “unimpeded sharing 

of inmate identifiable health information is crucial for 

correctional and detention facility operations,”62 DHHS 

received many, ultimately persuasive, comments arguing 

that excluding such information from protection sends 

the message that, with respect to this population, abuses 

do not matter. Commenters argued that, on the contrary, 

inmates have a right to privacy in their health informa-

tion and that information obtained in these settings can 

be misused. For example, if used indiscriminately, health 

information could trigger assaults within correctional 

facilities on individuals with stigmatized conditions by 

fellow inmates; lead to the denial of privileges; and inap-

propriately influence the deliberations of bodies such as 

parole boards. Upon release, such disclosures could seri-

ously impair individuals’ reintegration into society and 

subject them to discrimination as they seek community 

acceptance. These concerns were noted particularly 

with respect to individuals (especially juveniles) with 

serious mental illness, seizure disorders, and emotional 

or substance abuse disorders. Commenters argued that 

disclosing the fact that such individuals were treated for 

mental illness while incarcerated could not only impair 

the individual’s reintegration into the community, but 

could also put the individual or family members at risk 

of discrimination by employers and in the community at 

large. The drafters of the final regulation were persuaded 

by these arguments and eliminated the exception.63

a. Status as a covered entity

As discussed above, the Privacy Rule applies only to 

the use and disclosure of PHI by covered entities. For 

this reason, correctional institutions should first assess 

whether or not they are covered entities in order to 

determine whether they must comply with HIPAA. Unfor-

tunately, this determination has proved vexing for many 

institutions, and requires careful analysis of the individual 

institution’s operations in collaboration with counsel.

While this analysis will be highly fact-intensive and 

specific to the individual institution, correctional institu-

tions generally do not process, or facilitate the processing 

of, health information, and their principal purpose is not 

providing or paying for the cost of health care. Guidance 

produced by the Centers for Medicare and Medicaid 

Services indicates that such institutions therefore are 

not health care clearinghouses or health plans within 

the meaning of the Rule.64 A correctional institution’s 

status as a covered entity would then depend solely 

on its qualification (or lack thereof) as a health care 

provider who transmits health information in electronic 

form in connection with a covered transaction. That is, 

if the organization “furnishes, bills, or is paid for health 

care in the normal course of business”65 and transmits 

information in electronic form in connection with one of 

the following eight types of transactions, it is a covered 

entity and must comply with HIPAA: health care claims or 

equivalent encounter information; eligibility for a health 

plan; referral certification and authorization; health care 

claim status; enrollment and disenrollment in a health 

plan; health care payment and remittance advice; health 

plan premium payments; and coordination of benefits.66

Although correctional institutions are not likely to engage 

in most of the transaction types specified by the regula-

tions, it is conceivable that one might transmit clinical 

encounter information for the purpose of reporting 

health care; request review of health care in order to 

secure an authorization; and/or receive payment of 
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health care claims from a private or public health plan. 

If the correctional institution electronically transmits 

one of these transactions or has a contract with another 

provider who transmits the health care information 

electronically, it will be required to comply with HIPAA. 

Correctional institutions must comply with HIPAA even 

if they contract out the relevant health care services.67 

Accordingly, some analysts have concluded that state 

and county departments of corrections as well as local 

jails must comply with HIPAA if they bill electronically for 

inmate health care. If county departments of corrections 

have agreements with local hospitals or medical centers 

to provide inmate health care and those providers bill the 

department of corrections electronically, the department 

likely will be required to comply with the Privacy Rule. 

Likewise, an institutional health clinic, a social worker or 

psychologist, and a county hospital that provides health 

services to inmates would all qualify as covered health 

care providers if they directly work for or electronically 

bill the correctional institution.68 On the other hand, if 

a correction institution is self-insured and self-pays and 

does not engage in standard transactions, it might be 

exempted from covered entity status. This could also be 

the case if an institution has a contract with a third party 

to provide health care, but participates in no billing using 

the electronic standards.69

Beyond the covered entity question, the Privacy Rule 

does apply to many community health care organiza-

tions, such as hospitals, and will for this reason alone 

have an impact on correctional providers and their 

ability to obtain health information.70 Within the criminal 

justice context, however, certain stakeholders clearly are 

not covered entities. For example, law enforcement offi-

cials are not bound by HIPAA when asked to provide PHI 

to others except in certain limited circumstances (e.g., 

pursuant to a protective court order). Nor are probation 

and parole officers covered entities under HIPAA—for a 

supervising officer to receive PHI, the individual must 

give permission or a court must include a provision in the 

conditions of release that permit the supervising officer 

to obtain health information when necessary to monitor 

compliance. Further, HIPAA does not prohibit re-disclo-

sure of PHI by a non-covered entity. That is, if a former 

inmate discloses PHI to his/her probation officer, the 

officer may share or re-disclose the information without 

adhering to the requirements of the Privacy Rule. In both 

cases, however, state law might place restrictions on the 

disclosure of PHI.71

b. Permitted uses and disclosures

As noted above, the final version of the Privacy Rule 

considers the individually identifiable health informa-

tion of prisoners to be PHI to the extent that it otherwise 

meets the definition and is maintained or transmitted by 

a covered entity.72 However, the drafters of the Rule also 

recognized that correctional facilities have legitimate 

needs for the use and sharing of inmates’ PHI without 

obtaining authorization.73 For this reason, the Rule 

includes special provisions regarding both the permis-

sible uses and disclosures of the PHI of inmates and their 

ability to exercise the rights otherwise granted in the Rule. 

First, the Rule permits a covered entity to disclose 

inmates’ PHI without individual consent, authoriza-

tion, or agreement to correctional institutions74 or law 

enforcement officials having lawful custody of an inmate 

for specified health care and other custodial purposes. 

In such a situation, the correctional institution or law 

enforcement official must represent that the PHI is 

necessary for one of the circumstances listed in the Rule. 

It is important to note, however, that while the Privacy 

Rule might permit disclosures without authorization in 

such circumstances, such disclosures are not required 

by the Rule; that is, a covered entity could choose not 

to disclose the information at issue or to seek the indi-

vidual’s authorization to do so.

Specifically, covered entities are permitted to disclose PHI 

to a correctional institution or a law enforcement official 

having lawful custody of an inmate for the purpose of 

providing health care to the individual who is the inmate, 

or for the health and safety of the inmate, other inmates, 

the officers and employees of and others at the facility, 

and persons responsible for transporting inmates or 

their transfer from one institution to another. In addition, 

a covered entity may disclose PHI as necessary for law 

enforcement on the premises of the correctional institu-

tion and for the administration and maintenance of the 
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safety, security, and good order of the institution. For 

example, an institution’s triage nurse could disclose the 

nature of an inmate’s injuries from an assault by fellow 

inmates to correctional officials, since the disclosure 

could assist in the institution’s administrative or criminal 

investigation and might relate to protecting the safety 

of the inmate. An institution’s health clinic might also 

properly notify officials of an inmate’s HIV status without 

violating HIPAA, depending on the particular circum-

stances involved and state law.75

These disclosure rules, however, do not apply to release 

of the PHI of former inmates, or to individuals in pretrial 

release, probation, or on parole, as such persons are no 

longer in lawful custody.76 When individuals are released 

from correctional facilities, they have the same privacy 

rights under the Rule that apply to all other individuals, 

and covered entities must apply privacy protections to 

their PHI in the same manner and to the same extent 

that they protect the PHI of others. Further, these rules 

apply equally to all covered entities, including those that 

are health care components of a correctional institution 

(such as a prison clinic), and those that provide services 

to inmates under contract to correctional institutions.77

Beyond this exception, the Privacy Rule also permits a 

range of other uses and disclosures of PHI without indi-

vidual consent, authorization, or agreement that are 

relevant to criminal justice activities, although the scope 

of this article does not allow for detailed descriptions 

of all of these situations. Such permitted disclosures 

include those related to public health activities;78 judicial 

and administrative proceedings;79 certain law enforce-

ment purposes;80 those necessary to avert a serious 

threat to health or safety;81 to report potential abuse, 

neglect, or domestic violence to government authori-

ties;82 and disclosures required by law.83 In all of these 

scenarios, the Privacy Rule permits the disclosures in 

question within certain parameters, but does not require 

them. Covered entities are always free to seek the indi-

vidual’s authorization, or to choose not to disclose the 

information. However, while the Privacy Rule itself may 

not require a particular disclosure, a covered entity 

might face repercussions for failing to comply with other 

laws or requirements (such as child abuse reporting laws 

or in the case of a court order). Moreover, if state law 

provides more protection for the information concerned 

in any particular circumstance, then state law applies. 

In the law enforcement context, for example, a covered 

entity is permitted to disclose limited, specified PHI 

without prior authorization in response to a law enforce-

ment official’s request for the information for the purpose 

of identifying or locating a suspect, fugitive, material 

witness or missing person.84 In addition, the Rule allows 

a covered entity to use or disclose PHI without autho-

rization if the covered entity believes, in good faith, 

that the use or disclosure is necessary to prevent or 

lessen a serious and imminent threat to the health or 

safety of a person or the public and is to a person or 

persons reasonably able to prevent or lessen the threat, 

including the target of the threat.85 In the context of a 

judicial or administrative proceeding, a covered entity 

may disclose PHI without authorization in response to 

an order of a court or administrative tribunal, provided 

that the covered entity only discloses the PHI expressly 

authorized by the order. In the absence of a court order, 

a covered entity may disclose PHI in response to a 

subpoena, discovery request, or other lawful process 

if the covered entity receives satisfactory assurance 

from the party seeking the information that reasonable 

efforts have been made to give notice of the request 

to the individual who is the subject of the PHI or that 

reasonable efforts have been made to attain a qualified 

protective order for the PHI.86

c. Additional HIPAA provisions specific to inmates

The Privacy Rule also includes special provisions 

regarding the ability of inmates to exercise the rights 

otherwise granted in the Rule. First, the Rule provides 

a general right for individuals to receive adequate 

notice of the uses and disclosures of PHI that a covered 

entity may make and of the individual’s rights and the 

covered entity’s legal duties with respect to PHI. Inmates, 

however, are expressly excepted from this right to notice 

and, moreover, the requirement does not apply at all to a 

correctional institution that is a covered entity.87 Indeed, 

the drafters of the Rule specifically clarified that “[n]o 

person, including a current or former inmate, has the right 

to notice of such a covered entity’s privacy practices.”88 
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Thus, present inmates have no right to receive a notice 

with respect to PHI created during incarceration, and a 

correctional institution is not required to send a notice to 

an inmate after release. However, the absence of an affir-

mative right on the part of an inmate and/or a duty on 

the part of a correctional institution does not mean that 

the Privacy Rule forbids a correctional institution from 

providing inmates with notice under appropriate circum-

stances. Correctional institutions, and covered entities in 

general, are always allowed to engage in more privacy-

protective practices than required by HIPAA—the Privacy 

Rule provides only a floor of required protections. As 

noted above, the National Commission on Correc-

tional Health Care encourages institutions to go above 

and beyond the requirements of the law by informing 

inmates at the beginning of health care encounters 

when local, state, or federal laws allow exceptions to the 

general obligations of health care professionals to main-

tain confidentiality.89 

The Privacy Rule also specifically exempts inmates from 

the general standard that an individual has a right of 

access to inspect and obtain a copy of PHI about the indi-

vidual. In the case of inmates, a covered entity that is a 

correctional institution or a covered health care provider 

that is acting under the direction of a correctional insti-

tution may deny a request to obtain a copy of PHI, if 

obtaining the copy would jeopardize the health, safety, 

security, custody, or rehabilitation of the individual or of 

other inmates, or the safety of any officer, employee, or 

other person at the correctional institution or respon-

sible for transporting the inmate.90 However, this ground 

for denial is restricted to an inmate’s request to obtain 

a copy of PHI; if an inmate requests inspection of the 

PHI, the request must be granted unless one of the Rule’s 

other grounds for denial applies (for example, if the 

records contain information compiled by the institution 

in reasonable anticipation of, or for use in, a civil, criminal, 

or administrative action or proceeding). As explained by 

the drafters of the Rule, the purpose for the exception, 

and the reason that the exception is limited to denying 

an inmate a copy of the PHI, is to “give correctional insti-

tutions the ability to maintain order in these facilities and 

among inmates without denying an inmate the right to 

review his or her protected health information.”91 Inmates 

also retain the right provided by the Rule of requesting 

amendments to PHI and records in a designated record 

set, subject to the exceptions provided in the Rule.92

Confidentiality of Alcohol and Drug Abuse Patient 
Records (Part 2)93

A. Elements of Part 2

Congress passed legislation in the early 1970s intended 

to encourage individuals to seek treatment for substance 

abuse. The statutes and the regulations promulgated 

thereunder include provisions that protect the confiden-

tiality of persons who seek or obtain substance abuse 

education or treatment in federally assisted alcohol 

or drug abuse treatment programs.94 These laws were 

intended to assure individuals that information related 

to substance abuse treatment would be kept private, 

recognizing that without such assurances, many patients 

would choose not to seek treatment.95 According to 

experts, patient trust in the confidentiality of services is 

critical in order to enlist patients in treatment programs.96 

The regulations, known as “Part 2,” therefore strictly 

limit disclosure and use of information about individuals 

seeking or obtaining diagnosis, referral, or treatment 

in federally assisted alcohol or drug abuse treatment 

programs.97 Any and all information that might reason-

ably be used to identify an individual is protected by 

Part 2, and all permissible disclosures are limited to the 

information necessary to carry out the purpose of the 

disclosure.98 The regulations do not protect a patient’s 

identity per se, but rather his or her identity as a partici-

pant in or applicant for substance abuse treatment.99 

Part 2 defines “disclosure” as a communication or 

verification of an individual’s patient-identifying infor-

mation, which can include names, addresses, Social 

Security numbers, fingerprints, photographs, or similar 

information by which the identity of a patient can be 

determined.100 The regulations’ requirements apply only 

to federally assisted programs,101 defined as individuals 

or entities that hold themselves out and actually provide 

alcohol or drug abuse diagnosis, treatment, or referral for 

treatment, as well as to medical personnel or staff whose 

primary function is the provision of alcohol or drug 
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abuse diagnosis, treatment, or referral for treatment.102 

The regulations therefore apply both to freestanding 

programs and programs that are part of larger organiza-

tions, such as a detoxification unit in a county hospital, 

or a substance abuse clinic in a county mental health 

department or county jail.103 “Diagnosis” includes any 

reference to an individual's alcohol or drug abuse or to a 

condition that is identified as having been caused by that 

abuse,104 including a psychological or social work assess-

ment or evaluation.

Whereas the HIPAA Privacy Rule requires an “authori-

zation” for uses and disclosures of PHI not otherwise 

permitted or required, nearly all disclosures allowed 

under Part 2 require specific patient consent, and a 

patient consent form must contain certain elements to 

be valid, including the purpose of the disclosure, the 

name of the person/entity who is to receive the infor-

mation, and a date or condition upon which the consent 

expires.105 However, Part 2 does include certain narrow 

provisions and exceptions where disclosure is allowed 

without patient consent.106 These include communica-

tions within a program or between a program and an 

entity having direct administrative control over that 

program (e.g., the staff of a detoxification unit within a 

hospital can share information with hospital administra-

tors where needed to provide substance abuse services 

to the program’s patients). In addition, communications 

are allowed without patient consent between a program 

and a qualified service organization (e.g., a person or 

entity that provides services such as data processing, 

bill collection, or accounting to a program) when the 

information exchanged is needed to provide the covered 

services.107 Part 2 also allows disclosure without patient 

consent in strictly defined circumstances for medical 

emergencies,108 audit or evaluation activities,109 and 

scientific research purposes.110

The fact that patient-identifying information may be 

disclosed pursuant to one of the exceptions to Part 2’s 

general rule does not mean that the disclosed information 

is no longer protected by the regulations. Part 2 gener-

ally prohibits anyone who receives information from a 

substance abuse program from re-disclosing it, and 

requires that any information released must be accom-

panied by a written notice informing the recipient that 

federal law prohibits its re-disclosure unless expressly 

permitted by the patient or as otherwise authorized by 

the regulations.111

B. Part 2 in the correctional context

In the criminal justice context, it is notable that the legisla-

tion authorizing Part 2 explicitly states that: “[e] xcept as 

authorized by a court order … no [substance abuse] record 

… may be used to initiate or substantiate any criminal 

charges against a patient or to conduct any investigation 

of a patient.”112 Part 2 implements this requirement proce-

durally by specifying that a court order authorizing the 

disclosure and use of patient records for the purpose of 

conducting a criminal investigation or prosecution of a 

patient may be issued only if the court finds that: (1) the 

crime involved is extremely serious; (2) there is a reason-

able likelihood that the records will disclose information 

of substantial value in the investigation or prosecution; 

(3) other ways of obtaining the information are not avail-

able or would not be effective; and (4) the potential 

injury to the patient, the physician-patient relationship, 

and the ability of the program to provide services to 

other patients is outweighed by the public interest and 

the need for the disclosure. Further, the order must limit 

disclosure and use of the information to those parts of 

the patient’s record that are essential to fulfill the objec-

tive of the order.113 These requirements are supported by 

the text of the re-disclosure notice that must accompany 

any information released pursuant to the regulations, 

which states that “Federal rules restrict any use of the 

information to criminally investigate or prosecute any 

alcohol or drug abuse patient.”114 In general, court orders 

under Part 2 may authorize a disclosure or use of patient 

information that otherwise would be prohibited by the 

regulation, but cannot compel disclosure; a subpoena or 

similar legal mandate would have to be issued simultane-

ously in order to compel disclosure.115 

Although the HIPAA Privacy Rule contains disclosure 

provisions specific to correctional institutions/custo-

dial situations and law enforcement, Part 2 does not. 

That is, other than in the case of medical emergencies, 

a patient’s commission of a crime on the premises of 
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a program or against program personnel (or threat to 

commit such a crime),116 or reports of suspected child 

abuse and neglect under state law,117 law enforcement 

officers likely will require court orders for obtaining infor-

mation from a Part 2 program. In addition, disclosure 

to or from a correctional facility will most likely require 

patient consent or a court order. In general, court orders 

authorizing disclosure for noncriminal purposes require 

good cause, based upon the court’s findings that other 

ways of obtaining the information are not available or 

would not be effective and the public interest and need 

for the disclosure outweigh the potential injury to the 

patient, the physician-patient relationship and the treat-

ment services.118 Court orders authorizing the disclosure 

of confidential communications made by a patient to a 

program in the course of diagnosis, treatment, or referral 

for treatment may be made only if the disclosure is 

necessary to protect against an existing threat, to assist 

in the investigation of a serious crime, or in connection 

with litigation or an administrative proceeding in which 

the patient offers testimony or other evidence pertaining 

to the content of the confidential communications.119

Also in contrast to the HIPAA Privacy Rule, which 

expressly excepts inmates from the general right it 

grants to individuals to receive notice of the uses and 

disclosures of PHI that a covered entity may make and 

of the individual’s rights and the covered entity’s legal 

duties with respect to PHI, Part 2 requires that programs 

notify all patients—with no exception for inmates—that 

federal law and regulations protect the confidentiality of 

alcohol and drug abuse patient records and give them a 

written summary of the regulations’ requirements.120

Finally, Part 2 makes explicit allowance for disclosures 

to persons within the criminal justice system that have 

made participation in a program a condition of the 

disposition of any criminal proceedings against a patient 

(e.g., as part of a drug court program or other treatment-

based alternative to incarceration) or of the patient’s 

parole or other release from custody. A program may 

disclose information about a patient in this case only to 

those individuals who have a need for the information 

in connection with their duty to monitor the patient’s 

progress (such as probation or parole officers respon-

sible for supervision of the patient) and may do so only 

if the patient has signed a written consent in compliance 

with the regulation. Further, the patient’s consent must 

specify a reasonable amount of time during which it will 

remain in effect, taking into account the anticipated 

length of the treatment, the type of criminal proceeding 

involved, the need for the information in connection with 

the final disposition of that proceeding, and when the 

final disposition will occur. Whereas the general require-

ment for most Part 2 disclosures is that written consent 

must include a statement that the consent is subject to 

revocation at any time, this particular provision of Part 2 

requires instead that the written consent must state that 

it is revocable upon the passage of a specified amount 

of time or the occurrence of a specified event (which 

may be no later than the final disposition of the condi-

tional release or other action in connection with which 

consent was given). Anyone who receives patient infor-

mation under this provision of Part 2 (such as a probation 

officer) may re-disclose and use it only to carry out that 

person’s official duties with regard to the patient’s condi-

tional release or other action in connection with which 

the consent was given.121

Like HIPAA, Part 2 sets a federal privacy floor. State 

laws that are less protective regarding disclosure 

and use of information about individuals in federally 

assisted alcohol or drug abuse treatment programs are 

pre-empted, while state laws that are more stringent 

are preserved.122

After the passage of HIPAA and promulgation of the 

Privacy Rule, DHHS issued guidance for substance 

abuse treatment programs that are subject to Part 2 

in an effort to ease the transition and compliance with 

both laws. According to the guidance, the Privacy Rule 

and Part 2 requirements parallel each other in many 

areas. In the rare cases of conflict, it is recommended 

that substance abuse treatment programs should 

generally continue to follow the Part 2 regulations, as 

those rules are considered more protective of privacy.123 

Overall, the vast majority of states essentially have 

adopted Part 2 as the standard for protecting this type 

of health information.124 
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The future of health information-sharing in the 
correctional environment

In the context of electronic health information exchange, 

stakeholders have expressed concern that privacy laws 

present challenges to the development of policies and 

practices for information-sharing, particularly in the 

area of patient consent. States in particular vary widely 

in their requirements for consent and disclosure related 

to PHI—they differ, for example, in the way their stat-

utes address types of PHI, PHI holders, recipients of PHI, 

different treatment scenarios, consent processes and 

forms, and requirements for HIPAA’s minimum necessary 

standard. In sum, this lack of uniformity is often viewed 

as one of the most daunting challenges of implementing 

electronic exchange.125

These concerns, of course, apply within the correctional 

context as well. In the special case of Part 2 (and state 

laws based upon Part 2), although the law allows patient 

information to be disclosed to health information orga-

nizations (HIOs) and other health information exchange 

systems,126 some entities perceive the policies and tech-

nical requirements that would need to be developed 

to enable that exchange as prohibitively complicated. 

Because nearly all disclosures pursuant to Part 2 require a 

detailed written patient consent, an electronic exchange 

would be required to develop a means of ensuring and 

documenting the consent as well as the capability of 

managing the information in order to comply with the 

law. It is therefore possible that the operators of these 

entities could choose to exclude data covered by Part 

2 or the provider institutions likely to contribute such 

data from some electronic exchange operations. These 

concerns, of course, are not unique to Part 2—similar 

issues are raised by state health information disclosure 

laws that require consent for the disclosure of other 

types of health information. In addition, HIOs might face 

these questions independent of any legal requirements 

depending on the policies they adopt for making clinical 

information available to participating members. That is, 

if an HIO chooses to require affirmative patient consent 

for participation, a covered entity or program covered by 

Part 2 would need to obtain patient consent to disclose 

information to the HIO even where it might not other-

wise be legally required (e.g., where a business associate 

or qualified service organization agreement is already in 

place between the entities).127

It has been suggested that the segmentation or seques-

tering of specific (i.e., “sensitive”) health information/data 

might offer a path forward that both enables electronic 

exchange of the information and ensures its protection 

and compliance with the law. The term “data segmenta-

tion” refers to “the process of sequestering from capture, 

access or view certain data elements that are perceived 

by a legal entity, institution, organization, or individual 

as being undesirable to share.”128 The process provides a 

potential means of protecting specific elements of health 

information, both within an EHR and in the broader elec-

tronic exchange context, which could prove useful in 

implementing current legal requirements and honoring 

patient choice. For example, where a substance abuse 

treatment program is part of a larger entity with multiple 

departments generating data for the same patient, data 

segmentation might enable the exchange of certain 

elements within that patient’s record without violating 

Part 2’s requirements for disclosure. Data segmentation 

could also be used to help patients express their prefer-

ences with regard to health information-sharing, thereby 

supporting underlying principles of personal autonomy 

as well as enhancing patient trust and encouraging 

patient engagement in their health care.129 The Office 

of the National Coordinator (ONC) for Health Informa-

tion Technology at DHHS, the principal federal entity 

charged with coordinating nationwide efforts to imple-

ment and use health IT and the electronic exchange of 

health information, is currently exploring the use of data 

segmentation for privacy purposes under the auspices 

of the ONC Standards & Interoperability Framework. The 

goal of the initiative is to produce a pilot project that 

allows providers to share portions of an EHR while not 

sharing others, such as information related to substance 

abuse treatment.130

One example of data segmentation in the behavioral 

health and substance abuse context is provided by 

the Texas Department of State Health Services Clinical 

Management for Behavioral Health Services (CMBHS), 

an EHR system developed to serve behavioral health 
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and substance abuse providers in the State of Texas. 

CMBHS uses data segmentation to enable health infor-

mation-sharing based on a patient’s consent preferences, 

although the system does not yet allow for interoper-

able electronic exchange of the data—that is, electronic 

exchange can occur only among providers using the same 

system. The system allows a patient to release an entire 

record or segment categories in order to exchange only 

specific data. Providers work with patients to complete 

an electronic consent form that indicates which types 

of clinical documents may be released, which providers 

may have access to those documents, a date range 

for access and an expiration date of the consent. Hard 

copies of the consent form are also signed by patients 

and saved in the system, at which point the indicated 

providers have access to the information until the expi-

ration date of the consent. Once information is shared 

with one provider in the system, other providers within 

that provider’s organization can access the information. 

The system automatically prompts a provider to request 

patient consent in the case of referrals to providers 

outside the organization.131 

Other methods of facilitating electronic health infor-

mation-sharing while appropriately protecting patient 

privacy have been explored. For example, DHHS has 

released guidance that indicates that Part 2 would allow 

the use of single consent forms for multiple disclosures 

as well as multiple-party consent forms. A single consent 

form could be used to authorize a disclosure of informa-

tion about a patient to one recipient, such as an HIO, and 

simultaneously authorize that recipient to re-disclose 

the information to an additional entity or entities (such 

as other health care providers affiliated with the HIO 

and identified in the consent form), provided that the 

purpose for the disclosure is the same. In addition, if a 

patient wished to authorize all or many members of an 

HIO to access his/her Part 2-protected record as well as 

to exchange information with one another, a multiple-

party consent form could be developed that includes 

a list of the names of each person or organization to 

whom disclosures may be made; states that the parties 

may disclose to each other; and gives the allowable 

purposes for those disclosures. In this case, the consent 

form must authorize each party to disclose to the other 

ones particular information for a particular purpose. 

In both scenarios, the required statement prohibiting 

re-disclosure would have to accompany the information 

disclosed, so that each subsequent recipient of the infor-

mation is notified of the prohibitions on re-disclosure.132

Methods of facilitating health information-sharing 

have been explored within the correctional environ-

ment as well. Jurisdictions have developed a variety of 

approaches to sharing information based on individu-

alized local circumstances, including state law, such as 

co-locating criminal justice and mental health practitio-

ners, developing procedures to obtain permission forms 

or court orders, and contracting with business associates 

and qualified service organizations. In particular, jurisdic-

tions have developed such information-sharing tools 

as uniform authorization/consent forms and standard 

judicial orders, which could ease the sharing of health 

information within and across systems. As obtaining 

permission from an individual to release his/her health 

information is the most straightforward way of facili-

tating information-sharing, authorization or consent 

forms can be obtained at various stages in the crim-

inal justice process, such as booking in a jail or when 

joining a mental health court or other diversion program. 

Uniform consent forms that comply with both federal 

and state law requirements could be written to include 

all major entities in the collaborative system, allowing 

the individual to choose among them, provided that the 

special requirements for Part 2 consents, in particular, 

are followed closely.133

Finally, as described above, Part 2 permits disclosures 

to persons within the criminal justice system who have 

made participation in a substance abuse program a 

condition of the disposition of criminal proceedings 

against a patient or of the patient’s parole or release 

from custody as long as the patient has signed a written 

consent in compliance with the regulation. This type of 

process has also proved useful in mental health courts, 

which require the collection and sharing of information 

about participants at all points of the court process, 

from the initial screening and eligibility determination 

throughout the entire period of judicial supervision. 

These courts have found that asking mental health court 
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participants upon entry into the system to provide their 

written consent to release information on a form that 

specifically identifies what information will be released 

and to whom helps facilitate information-sharing and 

compliance with legal requirements.134

Conclusion

Health information-sharing in correctional institutions 

occurs within the context of complex and evolving 

privacy law. The purpose of these state and federal laws 

is to protect patients’ most personal information and 

thereby encourage their active participation in their own 

health care. While pursuit of these goals is sometimes 

adjusted in the correctional environment due to other 

legitimate societal interests, the underlying values and 

policy choices remain the same. Yet, the implications of 

and possibilities for health information-sharing in this 

context with appropriate privacy protections in place 

should not be overlooked. About 4% of jail admissions 

result in prison sentences; that is, 96% of jail detainees 

and inmates return directly to the community from jail, 

along with their often-untreated health conditions.135 

Many detainees are released on bail pending trial after 

just several hours or a few days, with 64% of the jail 

population turning over every week.136 Moreover, half of 

the jail population is confined for a probation or parole 

violation or for bond forfeiture, which indicates at base 

the repeat nature of incarceration.137

Once they have returned to the community, inmates 

released from secure correctional facilities represent 17% 

of the total AIDS population, 13% to 19% of those with 

HIV, 12% to 16% of those with hepatitis B, 20% to 32% 

of those with hepatitis C and 35% of those with tuber-

culosis.”138 The ancillary effects of the health problems 

in this population on our society as a whole can be 

enormous, from the potential to spread communicable 

diseases to the effects of substance abuse and untreated 

psychiatric disorders. To date, expanding the use of 

health IT in the correctional environment has not been 

a major focus of state or federal policymakers, although 

the use of EHRs does seem to be slowly increasing. The 

potential of health IT for this population is clear, however: 

the chance to improve the quality, safety and efficiency 

of health care for a high-risk subset of Americans who 

have the likelihood of widely affecting the public’s health. 
The widespread use of EHRs and, eventually, electronic 

exchange in the correctional environment could play 

an important role in helping stabilize the health care of 

inmates while in correctional institutions as well as help 

ease their re-entry into the community.

This paper was commissioned by COCHS, whose work 

is facilitated by Rosenberg and Associates through a 

contract with the Robert Wood Johnson Foundation.
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